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1 Introduction 

The purpose of this guide is to describe the processes for using the ifs  e-test™ 

software so that you are able to deliver examinations for your students electronically. 

 

The system comprises two components: 

·  ifs  e-test™ Server 

·  ifs  e-test™ Client 

 

The Server  is a component that is installed on a designated computer held in a secure 

environment such as a server room. This Server, once installed, will facilitate 

communications between your centre and the ifs  School of Finance, and also between 

the Server computer and each of the Client computers on which the students take their 

examinations. 

 

The Client  is a component that must be installed on each computer that students will 

be using to take their examinations. The Client will connect to the Server, securing the 

Client computer and running the examination. 

 

The flow chart on the next page shows the process that should be followed in installing 

and using the Client and Server components of ifs  e-test™.  

 

1.1 Contact details 

The system has been developed by the ifs  School of Finance in order to provide 

electronic testing of ifs  awards. If you have any questions or comments, please use the 

contact details listed below: 

 

Email (preferred contact method): mailto:etest@ifslearning.ac.uk  

Telephone: +44 (0) 1227 828234 

Fax: +44 (0) 1227 784331 

The ifs  e-test™ Customer Support team is available Monday to Friday between the 

hours of 8.30am and 5.30pm, excluding bank holidays. 
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1.2 Flow chart of ifs e-test™ installation & examination pr ocess 
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2 Installing the Server 

 

The requirements for the Server are listed below. If you are unsure whether your 

hardware conforms to the requirements, please consult a computer technician or the ifs  

School of Finance for assistance. 

 

The Server requires Microsoft Windows Server 2000 or higher to install. In addition it 

needs approximately 100Mb hard disk space. If Microsoft .NET Framework 2 or higher 

is not already installed, this will take a further 90Mb hard disk space. When the system 

is in use, the data files are stored on the server, so the size will be dependent on the 

amount of downloaded data taken from the ifs  School of Finance. However, a general 

guideline is that the data files will, in total, rarely exceed 500Mb. Please note that you 

will need administrative privileges to install the Server1. The ifs  School of Finance 

recommends you install ifs  e-test™ on a dedicated server, if this isn’t possible we 

recommend you install ifs  e-test™ on a low usage server, inparticular not a domain 

controller or print server.  During student tests, the load on the server is quite high, in 

the region to 70-80% CPU usage which will affect performance of the tests themselves 

and other applications on the machine. 

 

The Server software installs a web server called Apache, which is used to deliver the 

examinations to the client. If the server that you choose already has a web server 

installed (such as Apache already, or Internet Information Services [IIS]) this is not a 

problem, as the installation will install a new version specifically for the ifs  e-test™ 

system. However, it does mean that the default port settings described below will be 

different. 

 

Please ensure that you have the necessary items to complete the installation: 

·  this guide 

·  Server Installation CD 

·  Identification Sheet. 

 

This process will take approximately 30 minutes, depending on the speed of your 

computer and Internet connection. 

 

1. Log in to the Server using an account that has administrative privileges1. 

 

                                                      
1 Administrative privileges means that the account you log in as is allowed to do anything to the Server in question. 
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2. Ensure that your Server is connected to the Internet. If this means connecting via 

a dial-up connection, please do it now. 

 

3. Insert your Installation CD into the server’s CD-ROM drive. If you have a 

Windows feature called 'autorun' turned on, then the installation will start; move 

on to step 5. Otherwise, if nothing happens, see step 4. 

 

4. Locate the 'My Computer' icon, which will either be on the desktop, or found by 

clicking on the Start menu. If on the desktop, double-click the icon to open the 

'My Computer' window. If in the Start menu, a single click will be sufficient. You 

will see a window similar to this: 

 

 

Locate the entry for the CD-ROM drive of the server. This will be labelled 

'ifs_etest_server'. Double-click the entry. Another window will open showing all 

the files stored on the CD: 
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Locate the file called 'setup.exe' and double-click this file. This will begin the 

installation process. 

 

Please note that if you are running virus-scanning software, one of the functions 

that this software may be carrying out is controlling access to the computer's 

registry. Additionally, it may also mention that a program called 'Installer.exe' is 

attempting to access the Internet, or load your browser. Should either of these be 

flagged by your virus scanner during installation, please use the 'allow' function. 

 

In the unlikely event that you get an error message during this installation 

process, you will be presented with a screen displaying information that should 

provide sufficient detail for the situation to be resolved.  

 

If you or your team are unable to resolve the situation, please contact the ifs  for 

assistance (see contact details on page 3). 

 

 

5. If your computer already has 'Microsoft .NET Framework 2.0' installed, then the 

installation process will start; move on to step 6. Otherwise you will see the 

following screen: 
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Accept the screen and installation will begin: 

 

 

Please note that this stage can take some time. The percentage bars are not 

reliable; if the percentage bar only gets half way through, or even starts again, do 

not worry. Once it has finished, ifs  e-test™ Server installation will continue. 

 

6. The installation will show a verifying screen for a short while, and then the 

following screen: 
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This process of taking files from the CD shouldn't take very long, so wait for it to 

complete.  

 

7. You will now see an introduction screen as below: 

 

 

Click Next to continue. 
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8. You will now see an End User Licence Agreement: 

 

 

Read this carefully, tick the acceptance box, then click Next. 

 

9. The ifs  e-test™ system needs to access the Internet, and to do this you may 

often need to use a machine called a proxy. The next screen is where you can 

enter the configuration details for the proxy. 



ifs  e-test™ Installation Guide 

 

11 

 

 

If you are using a proxy, the details should be defaulted, although if the proxy 

requires a username and password these will not be entered and you must type 

them in. If you are unsure of these details, please contact your network 

technician. 

 

Select Next to continue. This will validate your details, and if they are incorrect 

you will get an error message; otherwise you will see the next page. 
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10. You will be prompted to enter details about your centre: 

 

 

Also ensure that the server name shown is correct; if not, please contact the ifs  

School of Finance for assistance. (If you do not know the name of the server onto 

which you are installing the system, then please assume this value is correct.) 

 

Once complete, select Next. 

 

11. The next screen is where you must copy the details from your Identification Sheet 

onto the system: 
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·  Centre Reference will start with the letters 'ADMN' and will then be followed 

by four numbers. 

·  The Serial Number is a collection of 6 x 4 character sections, totalling 24 

characters in all. The number only consists of upper-case letters. 

·  The Key is similar to the Serial Number, but is only 2 x 4 characters. 

·  The Admin Password is the password that you will use to access the 

system once it has been installed. Please ensure that you remember the 

password you enter as if you forget it you will have to request another from 

the ifs  School of Finance. 

 

Once completed, click Next. The installation process will then contact the ifs  

School of Finance to verify the details entered. If you receive an error message 

such as: 

 

 

then you have probably made a typing mistake in the Centre Reference, Serial 

Number or Key. Please check these carefully against the Identification Sheet.     
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If you still receive an error message, and the details are definitely correct, then 

please contact the ifs  School of Finance (see the contact details on page 3). 

 

12. Once your details have been successfully validated, you will be asked where you 

would like the files to be placed: 

 

 

This will default to your usual ‘Program Files’ directory, but you may use the 

Browse button to select another location. 
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13. The next stage will begin the file installation and configuration process: 

 

 

14. At the end of the copying stage, the installation will activate an application called 

'Apache'. If you have a firewall installed, you may receive an alert similar to this: 

 

 

If you do, select the Unblock button, and installation will continue. 
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15. When the system has successfully installed, you will be presented with a success 

screen: 

 

 

The server name and port details shown are used in the client configuration. 

Usually the port number will be 80. However, if the server already contains a web 

server then it may be a much larger number (such as 8080). For efficiency, we 

suggest that you note these values down for the client configuration. However, it 

does not matter if you do not know them when configuring the clients as there is 

an option to determine the values. 

 

By default, the 'Launch Administration System' tick box is ticked. This means that 

when you quit the installer, it will load your default browser (such as Internet 

Explorer) and take you to the log-in page of the Administration System. This will 

prove that the installation was a success. Leave it ticked and select Exit. 
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16. Your default browser will load. Depending on the configuration of your server, you 

may receive one or two warning messages as shown below.  

 

Internet Explorer 6/7 

 

Tick the tick box, then select OK to continue. 

 

Internet Explorer 6:  

 

Select 'Yes' to continue. 
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Internet Explorer 7: 

 

Select 'Continue to this website (not recommended)'. 

 

Firefox:  

 

Select OK to continue. 

 

 

Check the tick box, then select OK to continue. 

 

This warning is being displayed as you do not have a security certificate installed. 

To remove this error, there is a separate process that you will have to undertake 
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on a machine that will be used to connect to the Administration System (see the 

User Guide).  

 

You will now be shown the Administration System log-in page: 

 

 

Enter the username 'administrator' and the password you entered during the 

installation. Click Log in. You will then be shown the home page of the 

Administration System. 

 

If you receive an error message at any stage that you or your team cannot fix, 

please contact the ifs  School of Finance for assistance (see the contact details 

on page 3). 

 

Our first recommendation is that you ensure that you have an up-to-date copy of 

the Administration and Authorisation Systems within ifs  e-test™. To do this, 

select the 'Server Settings' link, and in the page that displays you will find two 

buttons: Update Administration System and Update Authorisation System. Select 

each of these in turn, ensuring that you are still connected to the Internet. Each 

button will display a screen, stating that the update was successful. If you do not 

get this message, then contact the ifs  School of Finance. 

 

As we strongly recommend against using the Administrator account for general 

use, you will also need to create users on the system for the different members of 

https://ifserver/etest/admin/login.php 
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staff who require access. Please refer to the User Guide for how to create users. 

Our recommendations for access are: 

·  IT Support: Use the Administrator account 

·  Examination Officers/Trainers/Lecturers: Test sets, Download eligibilities, 

View eligibilities, Invigilation, Upload results 

·  Invigilators: Invigilation 

 

Of course, the access granted to each user can be modified on a person-by-

person basis. For example, if it is decided that an invigilator's responsibility is to 

upload the results to the ifs  School of Finance, then that function can be granted 

to that user's account. Alternatively, you may wish to grant a member of staff the 

ability to maintain users, so that the Administrator account does not have be used 

for that purpose. 

 

Once the users are created (with a default password), they can log in and begin 

to use the system. 

 

 

 



ifs  e-test™ Installation Guide 

 

21 

3 Client Installation 

 

Each computer that a student will be using to take an examination through the system 

(known as the Client) needs to have an application installed. 

 

This program will connect to the Server you installed above and lock the machines 

down so that the students cannot access any other resources on the computer or the 

Internet during the examination. 

 

The Client installation is provided on CD. You can install this program directly from the 

CD, or you can copy the installation files to the Server above, and install them from the  

Server directly. The first option is the easiest and should be used if you are not 

comfortable with copying files to the Server and creating a network share. However, 

this option is also the slowest as you will need to install the application on one Client at 

a time. If you can create a network share then we suggest that you use this option as 

you can install several Clients at once. The ifs  School of Finance do not currently 

support an MSI package for this installation. 

 

Please ensure that you have the necessary items to complete the installation: 

·  this guide 

·  Client Installation CD 

·  Server Name and Port Numbers as provided by the Server install (if available). 

 

The installation process will take approximately 5 minutes per Client. Using the network 

installation, you may start several installations at the same time. Please note the ifs  

School of Finance recommends that machines have internet explorer 7 install, currently 

the ifs  e-test™ client install does not support internet explorer 8.  

 

3.1 Installation from CD 

 

This is how to commence installation from the Client CD. 

 

1. At the Client machine, log in as a user who has administrative privileges on that 

machine2. 

                                                      
2 Administrative privileges means that the account you log in as is allowed to do anything to the Server in question. 
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2. Once logged in, insert the Client CD into the computer's CD drive. If you have a 

Windows feature called ‘autorun’ turned on, then Windows will automatically begin 

the installation process; move on to Section 3.3. Otherwise, you will have to start it 

yourself. 

3. Locate the 'My Computer' icon, which will either be on the desktop, or found by 

clicking on the Start menu. If on the desktop, double-click the icon to open the 'My 

Computer' window. If in the Start menu, a single click will be sufficient. You will see 

a window similar to this: 

 

 

4. Find the entry that corresponds to the CD you have inserted. It will be called 

'ifs_etest_client'. Double-click on this entry. You will now be presented with the files 

that are contained on the CD: 
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5. Locate the file named 'setup.exe' and double-click it. This will begin the installation 

process; see Section 3.3. 

 

3.2 Installation from network  

 

It is assumed that you have, on a server that is accessible from the Client, created a 

directory, copied the entire contents of the CD into that directory, and that you have 

shared that directory. 

 

1. Log in to the Client computer as a user who has administrative privileges. It must 

also have privileges to access the share created above. 

2. Using Start then Run, type in the path to the shared directory (normally in the form 

'\\servername\sharename'.) Press Enter or click OK. 
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3. You will see a window showing the contents of the shared directory on the Server: 

 

 

4. Locate the file named 'setup.exe' and double-click it. This will begin the installation 

process, see Section 3.3. 

 

3.3 Installation (continued) 

Please note that if you are running virus-scanning software, one of the functions of this 

software may be to control access to the computer's registry. Additionally, it may also 

mention that a program called 'Installer.exe' is attempting to access the Internet, or 

load your browser. Should either of these be flagged by your virus scanner during 

installation, please use the 'allow' function. 

 

In addition, one of the files we install onto your computer is a program called 'WinLock'. 

This is a utility we are using to help ensure the security of the Client when an 

examination is in progress; it locks the computer down (so that Control+Alt+Del is 

disabled and so on). Unfortunately, some virus scanners identify this file as a virus and 

delete it. If, when you install your first Client, the virus scanner informs you that the file 

has been deleted, then you must set up an exclusion for the file. Please see section 3.4 

for further assistance.  

 

1. If your computer already has 'Microsoft .NET Framework 2.0' installed, then the 

installation process will start; go on to step 2. Otherwise it will be installed, starting 

with the following screen: 
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Accept the screen and installation will begin: 

 

 

Note that this stage can take some time. The percentage bars are not reliable; if the 

percentage bar only gets half way through, or even starts again, do not worry. Once 

it has finished, installation will continue. 
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2. You will be presented with the introduction screen: 

 

 

Select Next to continue. 

 

3. The next screen is asking where the files it needs to install need to be placed, and 

who should have access to the application: 
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Unless you have any other pressing reasons, do not change the default folder and 

select Next.  

 

4. You will be shown a confirmation screen. Click Next on this and installation of files 

will begin: 
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Note that this should not take too long. 

 

5. On completion you will be shown a success page: 
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Select Close to quit the installer. 

 

6. If there were any problems during the installation you will be notified of them on-

screen. If this happens, do try the installation again, particularly if you are installing 

via the network. If the program simply refuses to install after several attempts, 

please contact the ifs  School of Finance for assistance (see the contact details on 

page 3). 

 

7. It is now necessary to run the Client program for the first time so that it may be 

configured. On your desktop you will now notice an ifs Client logo which you should 

double-click. (The icon can also be accessed by using the Start Button, selecting 

Programs/All Programs, and finding the ifs  option.) 
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8. You will be shown a connections screen: 

 

 

If you have the Server name and port number that were presented at the end of the 

Server installation process you can simply type them in. (Unless your Server was 

already running a web server when ifs  e-test™ was installed, the port number will 

be 80.)  

 

If you are uncertain then you may use the search options. The search option for the 

Server will display all servers that the Client can access via the network. Browse 

the list that appears and select the appropriate Server. Once a Server has been 

entered or selected, you may use the Search option for the port. This will show a 

list of port numbers on the selected Server where the ifs  e-test™ system can be 

found. Once again, browse the list and select the appropriate port for the              

ifs  e-test™ system. If no ports are found then it is likely you have entered/selected 

an incorrect server. 

 

The Unlock Password field must also be entered. This is a password that will 

enable an invigilator to quit the secure Client in the event of a Client crash. The 

invigilator will be able to press Control+Alt+Shift+Q to quit the Client. The system 
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will ask for the password entered here, and if this is entered correctly, the Client will 

quit. Therefore it is important that the password is remembered. We suggest that 

you use the same password for each of the Clients. 

 

9. Once you are happy with the entries/selections, click 'Connect'. This will connect 

using the properties defined to the Server. It will configure itself based on 

information received from the Server and then try to connect. 

 

If successful, you will see the student authorisation page: 

 

If you receive an error message at any time, attempt to resolve the problem if you 

can. It may be that you have mistyped the Server name, selected the wrong Server, 

or have entered an incorrect port number. If you cannot resolve the issue, please 

contact the ifs  School of Finance (see contact details on page 3).  

 

In testing our system, we have noticed that once you have selected Connect, it can 

sometimes take a while to initially connect and display the authorisation screen 

above. If this happens, and you are presented with a blank white screen for some 

time (several minutes) use the Ctrl+Shift+Alt+Q combination to quit the Client. Load 

the Client again, and this time, it should display the correct log-in page. 
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3.4 Preventing virus detection on 'Winlock.dll' 

As stated in Section 3.3, a file named 'Winlock.dll' may be identified as a virus and 

deleted. This will unfortunately prevent the Client program from running correctly. The 

course of action is to inform the virus program to ignore the directory in which the     

ifs  e-test™ Client installs.  

 

If you are uncertain about how to do this (and it differs between different virus 

scanners), please contact the ifs  School of Finance for assistance (see the contact 

details on page 3). 
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4 Client security 

When the students are taking their test at each Client computer, the environment of 

each computer needs to be secure. By secure, we mean that the students cannot use 

the facilities of the computer to gain an unfair advantage, for example by accessing 

Internet Explorer, or the computer being controlled remotely. 

 

There are several facets to this security. The first is the measures that the ifs  e-test™ 

Client application takes itself. When the Client application is loaded, it will take 

measures to: 

·  maximise the window without borders; 

·  ensure the window is top-most at all times; 

·  disable the Start Menu; and 

·  disable Windows key combinations, such as Ctrl+Alt+Del. 

 

The second facet is the security of the Windows account used to run the Client software 

for an examination. We strongly recommend that the students do not  log in using their 

usual Windows account. The creation of a specific Windows testing account under 

which all Clients will execute will ensure that this security is in place. This account will 

be restricted: that is, it has limited access to change the configuration of the computer, 

and restricted access to executing administrator programs, such as Task Manager, and 

Start|Run. Additionally, the user should not have access to alter files in the Program 

Files directory; although if this is impractical due to other installed applications, then 

restricted write access to the ifs  directory that contains the Client will be sufficient. A 

further note is that this user should not have a configured screensaver. In particular, it 

should not have a screensaver that requires the keypress Ctrl+Alt+Del to reactivate; 

should the screensaver be displayed, the restrictions of the Client will prevent the 

student from returning to their examination! 

 

If you are unsure of how to create restricted Windows accounts, then please contact the 

ifs  School of Finance for assistance. 

 

You should also ensure that the Client computers used to run the examinations are not 

accessible by using programs that allow remote control of the computer, for instance, 

VNC. Remote-control software will allow a third party to control a student's examination 

and answer their questions for them, whilst having access to the course material and 

the Internet, for example. It is for this reason that you should ensure, as much as 

possible, that the Clients used for examinations are free from such software. As the 

software installed on the Client can be invisible (it is usually a service), it is not 

something that can easily be checked before running the Client. Therefore you must 



ifs  e-test™ Installation Guide 

 

34 

take precautions to prevent such applications from being installed or used. Possible 

ways of doing this are to prevent students from installing applications onto the client 

computer, and also blocking the ports that these programs use to communicate. If your 

centre uses remote-control software in the normal course of lecturing, provided that this 

is secure (password protected and so on) this can be left running. If you require further 

assistance about particular remote-control software then contact the ifs  School of 

Finance; however, please note that we do not support these remote-control 

applications, and can only provide general assistance. 

 

Finally, the ifs  School of Finance recommends that before an examination sitting, the 

centre: 

·  turns each student computer on; 

·  logs in as the restricted windows account above; 

·  ensures no software is running (there should be no applications running at all); 

and 

·  launches the ifs  e-test™ Client program. 

 

Only then should the student be given access to the computer. 

 


